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Why 5G?

Major peculiarities

• Virtual Edge computing, strengthening the system resiliency

What we test in the project

• NetApp: an extension of the Network Virtualization Functionality that provides an abstraction of the 

5G complexity to allow the development of data-network functionalities to a broader group of people.

EC aims to create a market segment for NetApps, to support the penetration of 5G technology and 

foster the digitalization

Advantages and opportunities for the industry

If compared to 4G/LTE

• Lower latency (similar to Optical Fiber)

• Highest stability

• Virtually dedicated bandwidth (Slicing)

If compared to Optical Fiber

• Lower implementation costs

• Faster implementation

• Higher flexibility
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Smart grid  architecture model

To successfully cope with the new 
challenges, all intermediate layers 

needs to be optimized: in other 
words, a full digitalization is the key!

Virtualization simplifies the 
Component layer, offering a more 

dynamic and flexible approach
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NetApp concept for verticals

• What is a  NetApp ?
• Specific Challenge: Software networks provide high flexibility through implementation of virtual 

network functions (VNFs). 

• Chaining of all these functions can create a Network Applications (NetApps) tailored to the 
requirements of specific tenants, as demonstrated under previous 5G PPP phases. 

• This requires open platforms that provide access to networks resources which can then be used 
to develop NetApps supporting requirements and developments from specific vertical sectors.
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Service Based Architecture
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Extract revenue from network information

Every Function can be producer or consumer of 

every function

NetApp built on top of it exploits this characteristic 

providing a useful abstraction

Such an envisioned service-based core architecture 

will re-quire several techniques being applied in 

unison, i.e., Network Functions Virtualization (NFV), 

Software-Defined Networking (SDN) and service-

based interactions facilitated among control-plane 

functions

This calls for a transformation of the 5G Core 

VNFs into a microservices-based model or, more 

precisely, deconstructing those VNFs into microservices 

that

i) will be deployed on a shared cloud infrastructure

ii)will accommodate microservices orchestration tooling
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Smart5Grid NetApps
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Smart5Grid NetApps
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The Smart5Grid NetApp concept intends to:

• provide a solution for developers to define vertical

applications

• While abstracting the complexities of the network.

• Reducing the level of networking expertise required

cloud-native application made up of VNFs based on

containers technology.

By splitting the functionality of the NetApp into decoupled

VNFs, the reutilization of software functions is

encouraged, but also, whenever possible from an

implementation point of view, the opportunity to take

advantage of the cloud/edge infrastructure depending on

the application needs.



13

Smart5Grid NetApps

Edge Access

1. Development: according to Smart5Grid NetApp convention

2. Verification: Syntax, Integrity and Topology

3. Validation:

1. unitary tests on a staging environment,

2. deployment and instantiation on the smart5Grid Telco infrastructure.

3. If validation fails, the NetApp will go back to the development phase.

4. Publication: published in the Smart5Grid OSR if the owner wish so.



Attack / weakness to virtualized infrastructure

The figure shows our NFV architecture consisting of four 

main parts:

i) Cloud networks, each of which is managed by a 

Virtual Infrastructure Manager (VIM; e.g., 

OpenStack),

ii) VNF Managers (VNFMs) that are responsible for 

managing and monitoring a set of VNFs in the same 

slice during the ir runtime,

iii) a NFV Orchestrator (NFVO) that is responsible for 

creating, managing and orchestrating all VNF 

instances indifferent cloud networks and
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Cyber attacks to a virtualized infrastructure

• Attacks against VNFs and Network Services in Containers
• T1.1 Exploit software vulnerabilities and misconfiguration 

• T1.2 Compromise auxiliary network services 

• T1.3 Perform denial-of-services

• Attacks against Container Management
• T2.1 Compromise credentials
• T2.2 Bypass authentication and authorization

• T2.3 Denial-of-service against container management

• Exploiting Access to the Container Management
• T3.1 Ex-filtrate and manipulate data and sensitive information

• T3.2 Manipulate configurations
• T3.3 Abuse of tenant resources

• T3.4 Inject malicious container images

• Exploiting Access to Containers
• T4.1 Ex-filtrate sensitive information through side-channel attacks

• T4.2 Escape container confinement
• T4.3 Spoofing and eavesdropping on network trafficT4.4Attack internal network 

services
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Smart5Grid
Demonstration of 5G solutions for SMART energy GRIDs of the future 
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Tech Companies

SMEsCoordinator

TSOsDSOs

(Linked third-parties of Enel Grids)

Universities/Research institutions

TELCOs

Consortium Composition
24 partners, 4 Linked Third-parties, 13 SMEs



Follow us!
Check out our channels

smart5grid.eu

https://www.linkedin.com/in/smart5grid-project
http://www.smart5grid.eu/
https://www.linkedin.com/in/smart5grid-project
https://www.linkedin.com/in/smart5grid-project
https://www.facebook.com/smart5grid
https://twitter.com/smart5grid
https://www.instagram.com/smart5grid/
https://www.youtube.com/channel/UC3B4D0B2iw16FFbgiP4BJ4g
https://www.youtube.com/channel/UC3B4D0B2iw16FFbgiP4BJ4g
https://smart5grid.eu/
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